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@ Policy Defined Networking (PDN) paradigm exists

N
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@ We need be be really sure network is managed correctly
e particularly it's security



Why aren't we sure?

o Lack of Verifiability

o E.g., is the policy correctly mapped to network devices?'

!D. Ranathunga et al. “The Mathematical Foundations for Mapping
Policies to Network Devices". In: SECRYPT. 2016.



What should we verify?

Policy is correct
Policy is compatible with target network and technology
Expected security outcome prior to deployment

Expected security outcome post-deployment



Verify policy is correct

Need

@ Transparency
@ Human-comprehensible policy

@ Specialisation within networking
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Verify policy compatible with network and technology

@ Target network may be different to that perceived
@ Underlying technology may not support policy

@ We developed a mathematical framework to check
ey 2
compatibility

2D. Ranathunga et al. “Malachite: Firewall policy comparison”. In: 21st
IEEE Symposium on Computers and Communications. 2016¢



Pre-deployment verification

@ Policy-author oversights can cause security holes

@ Check expected security outcome using

e emulated networks
e pathological traffic tests



Post-deployment verification

@ Policy may still not work as expected post-deployment due to

e software bugs
e upgrade and/or patching

@ Monitor security status using firewall reports3

®D. Ranathunga et al. “Towards Standardising Firewall Reporting”. In: Ist
Workshop on the Security of Cyber Physical Systems (WOS-€PS).-LNCS. 2015.



Conclusions

@ Lack of verifiability in Policy Defined Networking (PDN)
renders little assurance that the expected security outcome is
consistent pre- and post-deployment

@ We propose Formally-Verifiable PDN with verifiability built in
to overcome the shortfall
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