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Network Measurements

"Measure what is measurable, and makemeasurable what is not so."Galileo Galilei, (1564 - 1642)

"To measure is to know."Lord Kelvin, Sir William Thomson (1824-1907)
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The problem

Computer s
ien
ewe deal with digital datathere is a tenden
y to believe we see realityMeasurements are ALWAYS �awedmeasurement pre
isionambiguitymissing datameasurement artifa
tsimpa
t of the measurements themselvesSo what do I do?make more measurementsdo a bit of stats ...
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So What?Statisti
s has been solving these sorts of problems fora while.Why isn't this all easy?

I'm a bit 
luelessThere are some hard bitsnon-Gaussian distributions and heavy-tailsstrong 
orrelations (and long-range dependen
e)stru
tural biases in samplingwe don't get to see what we would like to see
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Examples: Traf�


estimating traf�
 matri
es from link data [1, 2, 3, 4℄interpolating missing data in traf�
 matri
es [5℄SNMP link measurement errors [6℄
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Examples: Routing and Topology

tra
eroute aliasing problem [7℄load-balan
ing [8℄bias in sampled viewpoint [9, 10, 11℄
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Examples: Performan
e

A
tive performan
e measurementsSend probe pa
kets from A → B a
ross the networkMeasure the performan
e experien
ed by pa
kets

A B
The Internet
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The problem

How a

urate are the probes?How many probes should we send?When is there a network problem?
A B

The Internet
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A

ura
y

What do we mean by a

ura
y?probes are samples from some underlying pro
essassume measurement equipment has no �awsmeasurements over time 
an be averaged to giveestimatesimpli
it assumption of stationary ergodi
 pro
ess

⇒ a time average 
onverges to an ensemble averagevarian
e 
an be estimatedtypi
ally under the assumption of independentmeasurementsA

ura
y of estimates not individual measurements
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The plural of ...

�The plural of ane
dote is not eviden
e.�Alan L. Leshner
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The plural of ...

�The plural of ane
dote is not eviden
e.�Alan L. LeshnerA Uni
orn

If you Google �Uni
orn�, you'll getabout 3 million images, mostly re-sembling this.
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The plural of ...

�The plural of ane
dote is not eviden
e.�Alan L. LeshnerA Rhino
Uni
orn images aren't too evo
ative of the Rhino
eros
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The plural of ...

�The plural of ane
dote is not eviden
e.�Alan L. LeshnerA NarWhal
Throw in some narwhal horns for 
onfusion
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Correlated MeasurementsThe underlying problem is that 
orrelatedmeasurements don't give you extra information in thesame way independent measurements do.if the measurements are really from the samesour
e (e.g. Uni
orn myths) then they give you noextra informationwhat about pa
ket probes?are they 
orrelated?
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AnswersYes!there are 
orrelations in measurements,e.g.,[12, 13, 14, 15℄the short-range 
orrelations 
an be quite strongeven where there is no long-range dependen
e.these 
orrelations must be taken into a

ount inestimating a

ura
y, 
on�den
e intervals, ...
orrelations get stronger the 
loser measurementsare in time [16℄within a �nite sampling period there is no pointin arbitrarily in
reasing the number of samples
orrelations are load dependent [16℄
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Consider loss measurementsUsed foralarms � signal network problemsServi
e-Level Agreement (SLA) 
omplian
etypi
al approa
h:assume Bernoulli (independent) trialsbut its well known there are 
orrelationsWhy do we 
are about a

ura
yare we 
ompliant with an SLAif �a

ura
y� of measurements is wrong, we maymistakenly 
laim 
omplian
e, or otherwise
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Loss measurement estimationStandard estimator of loss probability
p̂ =

1
N

N

∑
i=1

Ii, (0)

where Ii = 1 if probe ith is lost, and Ii = 0 otherwise, and

Var[p̂] =
1

N2

N

∑
i=1

N

∑
j=1

R(τi j ),

R(τ) is the auto
ovarian
e of the loss pro
ess.

τi j is the time between the i and jth probes.
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Possible Approa
hes

Assume independen
e

Var[p̂] = p(1− p)/N,Estimate Ri j :treat measurements like a dis
rete pro
essbut then we are limited to those measurementsbetter to estimate underlying pro
essEstimate R(·) dire
tly from dataestimates of R(·) have a high varian
ethemselvesEstimate R(·) with the help of a model
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Our Approa
h

Model + parametri
 estimationmodel simple enough to work withgeneral enough to �t datamodel underlying loss, not pa
ket lossesMarkov model doesn't work too wellneed too many statesAlternating renewal model is attra
tiveapproximately mat
hes data�ts our intuition about loss burstsfrom queueingfrom routing events
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Alternating Renewal Model

On/Off pro
essOn and Off times are independentOn times form IID sequen
eOff times form IID sequen
eParameterise the distribution of On/Off timeswe used Gamma distributionnatural generalization of the exponential

Prob{X ∈ [x,x+dx)} = xk−1 e−x/θ

Γ(k)θk
dx,two parametersshape k (k = 1 gives exponential distribution)s
ale θ
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SAILSamples from underlying loss-pro
ess

samples 
an miss some intervalsdire
t estimation of intervals overestimates themestimation using Hidden Semi-Markov Modelte
hniques
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Simulations: test estimates
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Experiments

Measurement lo
ationsOne way Planetlab → PlanetlabBetween dedi
ated ma
hinesEPFL and AustraliaWeb server probesDNS server probes (provided by QUEEN)Standard Tra
es10,000 40 byte UDP probe pa
ketsSent as Poisson pro
ess average rate 10 pa
ketsper se
ondFiltered for stationarity and non-negligible loss1,100 tra
es analysed
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Results: θ
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Results: k
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ValidationHard to get ground truth to 
ompare againsttest by sub-samplingrandomly segregate data into two se
tionsea
h is still Poisson probe pro
ess
ompute results for bothlook for 
onsisten
y
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Validation: 
onsisten
y varian
e
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Validation: 
on�den
e intervals
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Validation: Web data
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Validation: DNS data
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Con
lusionMeasurements needs statsHow do you know when a measurement is anygood otherwise?Need to deal with all the dif�
ulties of Internete.g., 
orrelationsWhat if I measure every pa
ket?measurements today are for predi
tiontomorrowLoss measurements in parti
ularwe have a working te
hnique for lossmeasurements that 
opes with the 
orrelationsFull te
hni
al report, data and 
ode are available at

http://www.adelaide.edu.au/directory/hung.nguyen.
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A

ura
y

What do we mean by a

ura
y?probes are samples from some underlying pro
essassume measurement equipment has no �awsmeasurements over time 
an be averaged to giveestimatesimpli
it assumption of stationary ergodi
 pro
ess

⇒ a time average 
onverges to an ensemble averagevarian
e 
an be estimated by theCentral Limit TheoremA

ura
y of estimates not individual measurements
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For a set of independent, identi
ally distributed RVs
Xi, the sample mean

X̂ =
1
N

N

∑
i=1

Xi,

has expe
tation E
[

X̂
]

= E [X1], and as N → ∞
√

N
(

X̂−E [X1]
)

→ N(0,σ2)in distribution, where σ2 = Var[X1].

Central Limit Theorem

So the 95th% CIs of estimate X̂ are ±1.96σ/
√

N.
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Example
White noise
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CLT: 
ontinuous timeContinuous time pro
ess X(t) where the sample mean
X̂ =

1
T

Z T

0
X(u)du


onverges to the true mean X̂ → E [X], and
√

T
(

X̂−E [X]
)

→ N(0,s2)in distribution as T → ∞, where
s2 = 2σ2

Z ∞

0
r(u)du

where σ2 = Var[X], and r(s) is the auto
orrelation of X(t).
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Dis
rete samples

Correlations are not only a 
ontinuous time problemDis
rete (uniform) samples (interval δt)
s2 = σ2

[

1+2
∞

∑
i=1

r(kδt)

]

Poisson samples (rate λ)
s2 = σ2

[

1
λ

+2
Z ∞

0
r(u)du

]
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A simple example: the M/M/1 queuePoisson pa
ket arrivals (rate λ)Exponential servi
e times (mean 1/µ)
Q = number in system (for ρ = λ/µ)

E [Q] =
ρ

1−ρ

and Var[Q] =
ρ

(1−ρ)2Auto
orrelation (Whitt 1989 [17℄, Morse 1955 [18℄)

r(t) =
λ2

(µ−λ)2
+(µ−λ)

λµ
π

Z 2π

0

sin2 θe−t(µ+λ−2
√

λµ cosθ)

(µ+λ−2
√

λµ cosθ)3
dθ

asymptoti
 varian
e for M/M/1 (Whitt 1989)

s2 ≃ 4ρ2

(1−ρ)4
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Results M/M/1

ρ = 0.7
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DataValidity of Semi-Markov Model
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Simulations: 
omparisons
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