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A Cartoon of the Internet
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The ProblemThe Internet is a �Network of Networks�Autonomous Systems (ASs) > 20,000 of themThere is a vast range of types of ASThey are independently managedNo 
entral authorityOperators 
an 
hoose their owntopology (network design)te
hnologyrouting proto
ols and poli
iesMore like a federation of networksThese networks are 
ompetitorsBut they must 
o-operate
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The Prisoner's Dilemma
Prisoner Bstays mum squeals

Prison
erA stays mum 6 months ea
h B: goes freeA: 10 yearssqueals A: goes freeB: 10 years Ea
h serves 5 years

Prisoner's are both better off if they 
o-operateA
ting individually they are better off squealingCriti
al issue is trustNetwork operators often �nd themselves in a similarsituation (only better be
ause no-one goes to jail).
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Traf�
 Engineering

Traf�
 engineering means optimizing the �ow oftraf�
often 
alled simply �Load Balan
ing�Better distribution of traf�
network more ef�
ient
an improve performan
e by alleviating
ongestionMany optimization approa
hes to solve differentversions of this problem depending onobje
tiveavailable te
hnologyother 
onstraints
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Shortest-path optimization

Standard intra-domain TE problemObje
tive: Minimize maximum load on linksTe
hnology: Shortest-path routingmany networks use shortest-path routinginternallye.g. OSPF, IS-IS�shortest� but link �distan
es� are arbitraryrouters balan
e load a
ross equal-
ost pathsbut this isn't 
riti
al to get good resultsstandard approa
hes to optimizationaim to 
hose link distan
es su
h that routingbalan
es traf�
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SolutionsShortest-Path Optimization Problem is NP-hardneed heuristi
 solution te
hniquethere are several availableWe rolled our ownto make it work easily in what followsGeneti
 Algorithmgenes store link �distan
es�
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SimulationsTraf�
 from a gravity modelNetworks from Ro
ketfuelASN Name Nodes Links1 Genuity 24 74701 UUNet 48 3681239 Sprint 33 1302914 Verio 47 1763356 Level 3 46 5363561 Cable & Wireless 59 5927018 AT&T 35 136based on measurements of real networks.
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GA Opt. on a single network
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2 NetworksLook at the simple problem of two networksNetworks join at multiple pointsbalan
e loads internally, and a
ross joinsRouting is no longer shortest-path (BGP)The obje
tive 
an be the sameCo-operation is ne
essary to allow optimizationJoint optimization requires revelation ofinformation that 
ompetitors would rather keepse
ret!network topology and routingtraf�
 loads
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Sel�sh behaviourTypi
al providers behave sel�shlywon't reveal informationseparately optimize their own networkse.g. hot potato routingThe result is 
learly worse than if they 
o-operate,but they need to establish a way of 
o-operatingwhile maintaining se
re
y of their privateinformationThere seems to be no solution
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Another similar problem

Millionaires' problemBill Gates and Warren Buffet are trying to de
idewho should put more money into the Gatesfoundation (∗)they want to know who is ri
herBut they are feeling rather se
retive, and don'twant to reveal their true wealth.how 
an they de
ide?
(∗) � no real millionaires were harmed in the produ
tionof these slides
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Se
ure-Distributed Computing

general solutions to su
h problems existse
ure-distributed 
omputingpriva
y-preserving data-miningYao developed a (2 party) proto
ol to solve all su
hpolynomial time problems without revealing inputstypi
ally based on 
ryptomathslots of extensions existproblem is making them ef�
ient enough for realappli
ationsour problem isn't even polynomial timewe have a different approa
h
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Symbiosis

Symbiosis is a ni
e metaphor for priva
y preservation
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GA for Symbiosis

Given GA as a metaphor, let's in
lude symbiosisea
h network keeps some of the �genes�its own link distan
eskeep genes privateshare only information needed for �tness evaluationmost of this is publi
ly measurable anywayallows joint sele
tionuse of same random seedsallows same random sele
tion and mutationde
isions for both
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Performan
eRandom pairs of networks
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Other features�exiblealternative obje
tive fun
tionsadditional 
onstraintstradeoff information leakage vs performan
esymbioti
 2approximately better for larger networksrobust to errors in inputsbetter performan
e for more networks
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Better with more networks
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Cost for priva
y

some 
ommuni
ations overhead (not huge)
omputation times a
tually better!
O((N1 +N2)

3) vs O(N3
1 +N3

2)and 
al
ulations are distributed
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Priva
y-max

se
ond approa
h redu
es information leakage, butredu
es performan
e
an maintain performan
e, but 
ost is
ommuni
ations overheadApproa
h Comm.s 
ost Av. Perf.joint SP O(N2 +EK) 46.6%symbioti
 O(GPNmaxlogQ) 51.5%symbioti
 2 O(GPNmaxlogQ) 68.4%priva
y-max O(GPE2N2) 51.5%sel�sh zero 91.2%
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Notation

G is the number of generations of the GA
P is the population size in the GA

N is the total number nodes (Nmax is the maximum of N1and N2 the number of nodes in ea
h network).
E is the number of edges

Q is the number of inter-AS edgesWeight range [0,2K −1]
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Con
lusion and Future WorkWe have an approa
h that 
an allow 
o-operation (tooptimize load balan
ing)preserves priva
y of majority of se
retinformationanalogous to symbiosis in biologyhas some good properties�exibilityrobustnessfutureused semi-honest model here � apply to moregeneral antagonistapply to more general optimization problems
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Oblivious transferthere are various versions
onsider 1-in-n Oblivious Transfer (OT)Ali
e has a list of numbers {a1,a2, . . . ,an}Bob has an index βBob wants to learn aβAli
e must not learn β, and Bob must not learn aifor any i 6= β.Bob learns exa
tly one item from Ali
e's list,without Ali
e learning whi
h item Bob dis
overed.
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Appli
ations

the millionaires problemmore generi
ally: 
al
ulating a minimumAssume Ali
e has wealth wA ∈ [1,n], and Bob has
wB ∈ [1,n], where n is known to both

to obtain the     entrywA

wB wB

0
0

0
1

1

1

list of n numbers
Alice creates a

Bob uses 1−in−n OT

If Bob gets 0
        then Bob is poorer
If Bob gets 1
        then Bob is at least as rich
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