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Why is Cybersecurity SO SO Hard

« Communications networks are big and complicated

« 10’s of thousands of devices are common
- They are multi-layered, heterogenous, distributed, ...

« The protocols that keep them running involve complex
dynamics, and many interactions

. The rules that create a cybersecurity policy are MANY

« There is no way a human can reason about the system
without help

« But there is a difference between complex and complicated

« Some of the problems in this space are just complicated
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For example — Adelaide Uni’s Net

« The network has ’

firewall
- 2 types of firewall
- Well over 2 million rules, distributed over hundreds of devices
» Access control
o Anti-malware
o Anti-spyware
o URL-filtering

« Reporting
. Mistakes Real power stations in Oz:
o 9 out of 9 had mistakes and these
- ~500 conflicting rules networks were actually simpler (and
_ ~1000 redundancies more important) than UofA's

“corporate” network.
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The single most important factor of your
firewall’s security is how you configure it.
Rubin and Greer

Reasoning about policy

Compliance checking against standards like Australian Cyber Security
Centre (ACSC) or NIST best practices

e.g., https://www.nist.gov/cybersecurity

- Detecting and reasoning about exceptions,
e.g., careful risk analysis
- Allowing A distributed team to share management of policy
- Maintaining consistent policy as network infrastructure changes
. Simplify — avoid making new vulnerabilities (e.g., CrowdStrike)

o Optimise

5/8/2024 6



https://www.nist.gov/cybersecurity

Other Policy Proble

ﬁ Personal_data '7
—L_LL comnections L Mhetheod
providers

- " I urpose=[managel, subject age<18, consent=rep =
AR owner | subject age>=18, o] o s e fedica_documen
Representativés ress Medicare_expiry fhedicl ocimeny
rI V I fedca docors | 2 purpose=view, subject age>=18, consent=[subject rep] DB Medicare# Pictures Palidogy epors
s, " purpose=view, subject aQe<T8, Consent=rep Immunisation history
jurses Hospitals. 3 Organ_donor_preferences
Cinics purpose=[view, subject interest, pubic interestoficial afthority) WES-claims isory
PBS_claims_isto
Nnn_ADNA_v\SKs ed_ o ot=lsubectre] o in Yy
Healthcare_providers! Other 3rd_parties 4,
. Health researchers My medicare data
Health_poiicy_develop MBS claims history
O [ADRA registered Organ_donor_preferences
Mobile_3pp._operators = senl= Immunisation_history _ P8S_claims history
~ portal_operators.

Law_enforcement agefclgs

owner=true

Cantroler
Q ADHA )
[T 1T

data breach nature={corrupted deeted,disclosed.copied], ‘
S

Data_subject
processing, erase my data]
nd_my data copy] MyHR_owner

o Supply Chains

data_breach scope=[single subjectsubject group,ll subjects],
data_breach consequence=[none,subject ights affected subject freedom affected],
data_breach_ notfication_delay_hrs<1

Gata_breach_ nature={corupted, deleted,disclosed copied],
- data_breach _scope=single_subject subject group,all_subjects],
ervisory_ data_breach_consequence=[subject ights affected subject freedom affected],

data_breach, notfcaton delay hrs<1

School of Mathematical Sciences subject "tree"

. SACE Mathematics
High School . ) o,

a version
of intro to

T —
1st Year sem1

Sem 2

Summer

5008 Pl Caning Goar Comoran: ey N

2nd Year sem1
12 units at

Sem 2 level 2

3rd Year sem1

Sem 2

MATHS
H Mutually exclusive subjects
STATS Prerequisite Prerequisite outside Assumed but not showing incompatibility
mathematics knowledge with external and obsolete subjects.
APP MTH
PURE MTH

The pair is a combined
prerequesite when it appears
in a larger set.

Subjects forming altemate
prerequisites.
A broken circle indicates

subjects grouped by
milarity and the same +

subjects that are
1A | effectively the same,
but taught in different

prerequisites

semesters. prerequsites outside of maths.
Construction rules Tests ) .
(1) Avoid prerequisite of 1st semester for 2nd (1) does a set of subjects meet requirements )
(2) Minimise prerequisites, in pref. to assumed (2) does a set of subjects gyahfy for other criteria, e.g. majors
(3) Provide alternative pathways for engineers, etc. (3) what is the effect of failing X?

(4)
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Exposed - - g‘;z:mfg - = = { Insecure
requres
Tencent f&ifl K} L3t n
i blackhat T1133: External
Remote Services
FREE-FALL: HACKING TESLA FROM WIRELESS TO CAN BUS I I
rovide:

Sen Nie, Ling Liu, Yuefeng Du
Keen Security Lab of Tencent -
{snie, dlingliu, davendu}@tencent.com

Kubernetes Cluster

Administrative
Privileges

Kubernetes Cluster

SQUINe S requires

T1552.001:
e Unsecured
Credentials:

Credentials in Files

T1610: Deploy
Container

provides

Attacks are
Networks Too

- = = = Execution Capability AWS Credentials

Power/Resources

requires

T1078.004: Valid
Accounts: Cloud
Acounts

Hijacking

provides

Cryptocurrency AWS Access Read Capability

T1530: Data from

Cloud Storage Object

provides
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Key Ideas

o Use formal methods to help people reason about these
complex systems
« Typically, formal = logic
« For me, formal = Math (graph theory, algebra, ...) +
CS (algorithms, compilers, ...)
« Systems have to
« Work with real data (real networks, real protocols, ...)
« Cope with large scale

« Separate concerns (policy is not technology)

metagraphs
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METAGRAPHS
AND THEIR

] APPLICATIONS
What is a metagraph? .

AMIT BASU
ROBERT W. BLANNING

A simple graph shows
relationships between
pairs of

o Nodes

o Actors

o Entities

o Vertices
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What is a metagraph?

A hypergraph shows multi-
way relationships between
nodes

5/8/2024 11




What is a metagraph?

We can think of a
hypergraph as defining
groups or sets
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What is a metagraph?

A metagraph shows
(directed) relationships
between these sets

In reality a directed hypergraph is almost the same thing, but the terminology is useful
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Why Metagraphs?

////////




Simple graph policy network
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user 1 can access resource A

user 1

resource A

user 2

resource B

user 3

resource C

user 4
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Simple graph policy network

user group {1,2} can
access resource group {A,B}

. resource A

. resource B

user 3 ‘
\. resource C
user 4 ‘
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Why Metagraphs?

o Complexity of graphs grows rapidly

* # edges might be huge — we just see spaghetti
o Often, actors in a graph are equivalent
o Often, relationships are naturally between groups

o So it's more natural to represent complex interactions using a
metagraph

o Separates policy from details
o | don’t need to name all of my “users” to describe a policy

o Plus: we have a few constructions with metagraphs that don't
exist for graphs

o Metapaths

5/8/2024 17




Paths in Metagraphs

Simple paths

////////



Paths in Metagraphs

Simple paths are just
like expanding back to
a full graph

\
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Paths in Metagraphs

Simple paths lose
information about
groups

O OO
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Metapaths (part 1)

Metapath
Think of the in-set
as unlocking the
out-set €]
@1 63@
The meta-edge e; €,
means that
X3 AND x, unlocks xc

Unlocks == activates == depends on == ...
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Metapaths (part 1)

Metapath from
X1 ™ Xg
Working backwards e; ° @
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Metapaths (part 1)

Metapath from
X1 ™ Xg
Working backwards e; ° @
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Metapaths (part 1)

Metapath from
X1 ™ Xg
Working backwards e ° @
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Metapaths (part 2)

Metapath from {x{,x,} = x~

5/8/2024

I\/Ietapaths are
between sets

*0
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Metapaths (part 2)

Metapath from {x4,x,} - x~

5/8/2024
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Metapaths (part 2)

Metapath from {x4,x,} - x~ [but this one is non-dominant]
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Metapaths (part 3)

Metapath from {x4,x,} - x~

5/8/2024
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Metapaths (part 3)

Metapath from {x4,x,} - x~
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Metapaths (part 3)

Metapath from {x4,x,} - x~
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Metapaths (part 3)

Metapath from {x1,x,} - x- A metapath is a set
of edges (unordered)

*0
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Why Metapaths

Think of an edges as unlocking
o Attacks
 Access to a resource or credential

« AND semantics

We can do more
* Add predicates (more meaning) to edges

* More algorithms and tools

5/8/2024
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Multilayered Networks
The OSI stack has 7 layers

" iy
." subnetwork

But the Internet uses overlays

5/8/2024




Multilayered Networks

Protocol Relationships — just thinking about names/addresses

DINS NAT

maps URLs to
IP addresses translates external
IP address to interna

DHCP iRouting™
allocate IP finds internal IP
addresses address location BGP
ARP finds external IP
maps address location
IP address to
MAC address

Each of these distributed (in every way) and complex and a
potential security vulnerability. They all interact, and run on top
of, and support a vast set of other protocols

5/8/2024 34




CORE - network emulation

Scal
Common Open Research Emulator cae

(CORE) lets you build real (but
virtual) networks

1. Run real applications

a. Web browsers, ...

2. Connect hardware

3. Butit’'s as much trouble to use as
a real network

A

mathematical
analysis
simulation
emulation
hardware
testbeds

Realism

https://www.nrl.navy.mil/OQur-Work/Areas-of-Research/Information-Technology/NCS/CORE/

5/8/2024
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Systems

Network
Details

5/8/2024
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‘ Validation

Network Algorithmic
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Intermediate
Description
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mgtookit

Python to do metagraphs

- Current version is being upgraded, more news soon
- Dot-like syntax for inputting metagraphs

- A set of algorithms
« Not all we need
« Not efficient enough yet

5/8/2024
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Conclusion

We’re not really finished yet!

| haven’t talked about

% Algorithms (path finding, projection, kernel graphs, ...)

*+» Visualisation

“ Algebras that live on top of graphs -- semirings
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